WINDOWS DEFENDER BASICS

Scan Settings

Quick- Basic scan, typically 30min-2 hours,
scans most common virus prone areas

Full — Scans every file on the computer,
typically lasts 2-4 hours
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Settings

Custom — Specify
certain locations

Scan options:

. @® Quick
Windows Defender Pros i

Free O Custom

Easy to use o

Searches for both Spyware & Malware
No ads or extras
Considered effective and secure

Types of Viruses
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Malware is short “malicious software” and is
Windows Defender Cons

Less customization

Slower scan speed

Can miss threats

Less robust and powerful than paid-for-
services

a virus used to disrupt the actions on your
computer and/or steal private information.

Spyware is a virus that’s purpose is to gather
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and transfer information about you. This
includes Trojan viruses, adware, and
—_— cookies.
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Trojan Horse, Either Malware or Spyware

(® Quarantined items

O Allowed items.

items that you've allowed to run on your PC.

O All detected items

Items that were detected on your PC.

Detected item

[® VirusDOS/EICAR Test File Severe

Alert level Date
/3/2001211:12 AM

Action taken
Quarantined

Category: Virus

Description: This program is dangerous and replicates by infecting other files.
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[ ®Removean | i remove % Restore
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this virus sneaks into your computer,
typically during other downloads and
crashes your computer or holds files for

ransom.
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WINDOWS DEFENDER BASICS

Schedule a Scan in Windows Defender

Windows Defender regularly scans your PC to help keep it safe. It tries to do this while you’re
not using your PC, so it doesn’t interfere with your work. You can also schedule Windows
Defender to scan at a time and frequency that you choose.

@ Task Scheduler
File Action View Help

1. Search for Schedule Tasks in Cortana and open. €| aim

Task Scheduler (Local)
G Task Scheduler Library

2. In the left pane, expand Task Scheduler Library > Microsoft > 92)%‘;;;;*:
Windows, and then scroll down and double-click (or - i

] Active Directory Rights Management Services (
tap) the Windows Defender folder.

3. In the top center pane, double-click (or tap) Windows Defender Scheduled Scan.

Name Status Triggers MNext Run Time  Last Run Time Last Run Result Author  Created
(B Windows Defender Cache Maintenance Ready 2/13/2017 2:47:30 AM  The operation completed successfully. (0x0)
(B Windows Defender Cleanup Ready 2/13/2017 8:47:50 AM  The operation completed successfully. (0x0)
s ||l (@ Windows Defender Scheduled Scan Ready 2/13/2017 2:47:50 AM  The operation completed successfully. (0x0)
(B Windows Defender Verification Ready 2/13/2017 8:47:30 AM  The operation completed successfully. (0x0)

4. Select the Triggers tab, and then select New.

5. Specify how often you want scans to run and when you’d like them to start.

(® Windows Defender Scheduled Scan Properties (Local Computer) X New Trigger X
General Triggers Actions Conditions Settings History Begin the task: IOn a schedule % |
Settings
When you create a task, you can specify the conditions that will trigger the task.
@ Onetime | Stat: | 2/13/2017 @~ || 1:25:55PM 3| [J Synchronize across time zones
Trigger Details Status O Daily

O Weekly
O Monthly

Advanced settings

[ Delay task for up to (random delay): 1 hour

[J Repeat task every: 1 hour v for a duration of: |1day
Stop all running tasks at end of repetition duration
[ Stop task if it runs longer than: 3 days
O Expire: | 2/13/2018 1:25:55PM & Synchronize across time zones
N\
[(New.. ] )it | [pelete | 2 Ensbied
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